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# Last tim : Sigma protocols (IMs)
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· special sound Jdet, poly E(X , (u, c ,z) , (n,<,zl))->w
·

special HUZK : - PPT Sim(x, c)- (n ,z)

· XX
,
Simix

,
c) is accepting

· Exe2o
,
[Sim(X ,

13 vc [view[<P,v)(x;21]]
· [iMs have AND/OR combinators

A &M for circuit via:
· Petersen commitments
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Il Motivation :
· Recall (1e204) : If GEBPD

,
then 2

does not have a NIZK "in the standard
-

model: "

·Today we learn about a non-standard model

· It's called the
Random Oracle Model
-&

CROM)
· We'll approach it gradually...
· Motivating Q :

· Let H be a cryptographic hash function.

Is H(m
, r) + c a hiding & binding commitment?

· A : What does "cryptographic hash fr" mean?

·Intuition :1 should be deterministic , with
"unstructured" outputs

· Thats w "random" outputs
· The ROM captures this intuition.

· We define H : X + Y as HEFus[X
,Y]

·
i

.e
.
each output H(xi) is set to yiY

all algs · query H (they don't have its code)
-

· this makesH an "orace"



· It's code would be toobig anyways!
· It's "code" is just an X+ Y table· Huge for X= 50," !
· 2" entries!

· Notation : for alg . A , At denotes A w/ oracle

access to H
· Similar to &P

*

in knowledge soundness .
· There

,
E can also query P

*

· Specifically , its next-message functions
· So

,
is H(m,r) hiding?

-
in put space X =MxR

· Technically : Compo (m,r) H(m ,r
· A : Yes! (For R ,

C = [0,BY
· Fix m

,
mi

·

goal : [Com (m ,
r)3 = [Com (mi

,
ril]

suffices to show [Com(m
,
r3cU(C)

Di Do
· Fix PPT A

, gets c from Do
What does A see?

,

·

a (either H(mir) ore
· oracle responses C: (to H(mi

,
ril) itq]

· CLOG
, assume (mi,ri) unique - A can cache

duplicate queries internally ...
· fact : if b= 0

, 0, c, . . .,f - U(C
+ )

· fact : conditioned on reEr ...... rq] ,
Go , ..., ~H(C2

+ ) too !

(since mir = (mic i) (



·

so
,
if we can show Pr[reEr ....., rq3][E,

then /Pr[ACDo) = 1) - PrIA(D.) = 1]1 =E (data processing
inequality)

· WLOG
, assume (Mi

,
ri) are unique

· (A can cache repeat queries internally)
· So

,
Pr[reEr, ..., rq3] ... some ri would be

1st
= Pr[v=r,] + PrIver, n r = r2]+-. . +Pr[reEr, ..,-3 -

-

ZPrIriari
nn = ra]

r is I ofAs this so
,
Prt :]= /RI

comesview
fromA

= 9/IRI I negl T

· So
,
is H(m , r) binding?

· Fix binding adversary At)) + (m . mi
,
r , r)

· Assume WLOG
,
A queries H(m , r) and H(mir)

· (If not
,
def"Aas A

,
but it makes2 morequeries

·Some mi,r and my . r; are the first collision...
· this is actually a HW problem , so we'll stop
here...



B Fiat Shamir

LetH be a random oracle.

Let M = (P
,

V) be a 2,M for 0 .
idea: P(x

,
w) Y(x)
- -

replace ->

Y with
H! ·#CcH(x ,u)

Viest (X ,
u

,
c
,
z)

Define MFs:(PF5 ,VE]) as follows : E keep this

P(x,v) vs(x)
-

u+ P(x ,
w)

cc-H(x ,u)

z +p(...,
4 (u , c,z)

c = H(x ,u)-

Yest (x , u ,c,z)

· Clearly MFs is not a ZM
·

wrong shape!
· We'll show Mrs is a EK-Pok.
· We'll have to define all properties in the
ROM

.

· Claim : Mis is perfectly complete
-

-x + 20
.

Pr[(PE , VE) (xiw) = 1) = /
PFs
,=),H



· this is true
,
b/CM accepted furall CeC ,

which includes H(X
,
u)

,

for HFns[ ...]
· Claim : Mrs is ZK

·notice : this is not HUZK !
·

so
,
FS eliminates interaction and upgrades Zk.- -

· But
,
what does El mean in the ROM ?

· First let's understand ZK as distinguishing a
real v. Simulated would in the standard model-

Standard Model ROM

-real multa real V
.

simulated

-

P
-S Sim(x)

E ↓ -
12) H ↓ d

-> 1
tv

T

tr xf = ! ↑↓↓ -

D D
~ D

Sim

"Distinguisher responds to
D's queries, tooA : Sim produces tr and chooses RO responses

-> Sim interacts w/ distinguisher-
this is called programming the RO

So
,
assume 17 has Sim(X

,c) + u,z
-

Let's define Simps:
C
a

,

zsim
set H(X , u)-- if His ever queried&

output (u , c , z)
IX ,
4) , give c.



respond to any new RO query (Xi , vi) with cice.
· caches responses to repeat queries

· Claim : V D
,
xe 10 note : since MF) is N.I., tr is
- just it - Prs's message.
[

Pr[D"(i) =1 := PEs(X , w)] = Pr[pSimis()(SimFs(x)=]
· we know it we Sims(x) by
SHUZK for M

· what about RO queries?
· in the real world : all UID

,
except :

c = H(x
,
u)

same as in the simulate world !
· note : Simps sampled C before u

,
but

D doesn't know that : it runs after

· this proof breaks if Simes's RO-responses
are not uniform.



·Claim : Mrs is knowledge-sound (ks)
·

we need a ROM extractor E

Standard ROM
-

-

H
pt V X
-

mi
- * Th
-> ↓

-

-- C
CiO

E rewinds
,
and chooses : T

E rewinds , and

choose; and ri
· ROM E can choose It's

(we need to explore all
responses .

of P
*'s behavior)

· So
, proving KS

for Mrs.
· Let it have extractor E(x , (n , 2,z) , (4 ,C,z))+w
· Define EFs :

·

run Ps
, responding to H-queries normally

(w) random
,
eached samples

· yet output (u , c , z) .
· rewind to query c = H(X,u)

if no such query ,
about (1)



· set H(x
,
u) ** C and continue

to get (uic' , z)
about if uU' or c=c (2)

output E(X ,
(u
,
c
,z) , (nic' ,z)

· We must show : Vx F ppT PEs

Pr[0(x,w) : w=(x)] Vis)(x)21
- neg

· see [Pointcheval + Stern '00] for the original
· sketch :

accepting
assume P

*

outputting (U, C , z) always queries c=H(x,)N

· this is WLOG : just add 1 query.
·

so (1) is impossible
,

and every output (u . 2,z)
defines a query index : s .

t. C = H(X,(i) .
· first run gives accepting (, C , z) , c=H(X ,

wil

ulpE .

c = H(X, uj)
I

· 2nd run gives accepting (ucz) w/p >E.
w(p > 8/q , i= j = u= ui =uj = u
-

-I PY21
,

Cac

so
, G gets (u , C,7) , (u' ciz) we now

c+L

w / prob . 3, &(4-(C)
·

getting this takes some care , ble the runs
are not 1.

.

But dependence doesn't help
p*- it synchronizes the runs more.



in more detail :

letE; be the prob . a run succeeds with index j.

(so, jej = E).
note that after j , two runs areH.

let p be the share randomness up to je
let Ejp be the prob of success /j for fixed p.

[Ej= [p])
Pr I both succeedat samej]
= Zij Ep [Ej

, p2]
(Ep Ej,p)2 (Jensen's : mean of squares
= Ij Ej2 (det . Ej ,p
< (2;)2/9 (Cauchy Schwartz Xi

= Ei/Ne
Yi =1 (= Eq (def . Ej)

[x,x) ·<y ,y)3(x,y)12

and
,
we fail if run 1 succeeds & c=E.

#2- E/IC) knowledge error.
·Q : How is a model different than an assumption?

Models are higherlevel .
· Assumptions restrict PPT algorithms within amodel.

· Ex : FPPTA
,Adudlog[A ,G] = ney)

restriction
· Models define how algorithms interact

· Ex : A c/ internal Hfn v. Att
· see. defts change....



· Standard model:
· Algs have private memory
· Alys interact of each other

· ROM
· All of the above
· Algs interact with HEFn[...] too !

· Other models too
· Generic Group Model : G-op oracle
· Whitebox cryptography : Memory is only~ private
·

Many more...
· Crucial fact : in practice

,

ROM is a heuristic
-

· in our proofs , we analyze

At H
· in deployments

,
we set called instantiation
- -

HE SHA3 low another)
· does secure (AH) => secure (ASHA3) ?

·

we can't prove it.
· but instantiationhas never failed in practice

·

no secure computer system with a ROM
proof has ever been broken.

· still
, people worry

later in the course
,
some ROM problems...


