
lec 08 : Sigma Protocols

also : ZK-Poks for NP

#) Motivation : A ZK-Pok for PID

& Sigma protocols (EMs)
BS IM combinators

M GM for circuit SAT



D Recap :ZK-PoR

· Consider an IP (P,
1) for $

· Completeness : Vxe Lo
,

Pr[(p
,
r) (xiw) = 0] = negt

· (Existential) Soundness:ExLo
,

XP* Pr[Pv)(x) = 1) : neyl
· knowledge soundness: JPPT E ,

EX
,
P*,

Pr[O(X ,w)= 1 = 2=EP
*

(x)]- Pr[(p*,v)(x) =1)- neglt
& can rewind p

* WI same

· HVZK : 7 PPT Sim
,
ExeLo

,

randomness

& Sim(x)3 =<Eviewy [SP, v)(xiw)]}
· Onlog /heG ,

we go=h
.

· soundness is trivial : Spdiy = G

Call heG have some d-log...

· Last time : 2ZK-Ph for Odlog: Schnorr
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· E got rEYLp uzgr

-

->
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-

2 r+ CW T
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& found w
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u
,
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# Motivation : EK-Pok for circuits.

· Recall the PrivateID &ID

PID ((photo , age , pKGA) , (id ,
of

=> (photo , age)e id n Sigver (pKaa ,
id

,
of

· Q : Is Lee trivial? (like Ooloy)
· For fixed PKGA

,

does it contain all (photo, age)'
· A : Yes!

· for any photo ,
age,

·

some id contains them
,
and

· of Sign (skG ,
id) is a signature on it !

·

so
, PID needs
↳knowledge soundness~o

· Today : a ZK-Pok for all circuits
,
DID included..



# Sigma Protocols
.

· To acheive a EK-Pok for SAT, we'lltract
· We'll define a subset of ZK-Poks that are "nice"

·"nice" :

easy to prove secure + combine
· Our name for the abstraction is "I, protocol"
· Def"AProtocol is an IP for $(x,2)

with 3 moves:

P(X
,
w) V(x)

a "commitment!
->

looks~ like[ S #challengeen
↓! 0,I

deterministically
...that's really the namee...

from (x
,
u

,
c

,
z)

· It must have 3 security properties:

· Perfect Completeness
· Special Soundness :

-> deterministic
, poly E that UX

,
A pairs of accepting

transcripts (u, C
,
7

.
) (n, ,z2) with C+2,

outputs w s.

t. f(x
,w) =

1.
· this implies Pok

· The proof is implicit in our proof that
Schnorr is a Pok

.

· Special HUZK :



-> PPT Sim(X ,
c)+ (u ,z) s.

t

VX (u,
c

,2 is accepting and

[(u ,
<

,
z) :

<*2

un =Sim(x.3 [viewy[(P.
X) (xiw)]}

· this implies HUZK
,
of course.

· Claim : Schnorn is a l protocol.
· special soundness : this is how Schnown's E works

.

special HUZK :

· Simschnour samples C#TP

It also always outputs accepting transcripts
· In general :
· Special soundnessE knowledge soundness
· for KS

,
E may need more transcripts.

fail some times
, require assumptions, etc.

· Special HUZK # HUZK
· for HUEK

,
Sim output some rejecting transcripts

·The special properties assume more structure
-

· SS : E is deterministic
-

· SHUZK : transcript is always accepting
· less is left tochance

--

· this helps us define IMcombinators
.



BS IM combinators.
Let $

,
(X

.,
w

.) and P(X2 ,
wa) be relations

with IMs (P.,
X 1) and (2

,
Uz).

· AND combinator :
· p ((x ., Xn)

,
(0 .,
wa)] = P

,
(x

, ,wi) a P(X2
, walAND

· We'll giveaH (PAND
, VAND) for PAND

PAND(X,Xnw ..we) VAND(x,Xz)
- Crun both)
u,

=P
, (X,w,)

u= =Pn(Xy
,
wil u, Uz
-
(share C) c*C

C
-

resume:

z ,
7 P,

l-)
z.7222+Pz(...)
->

check
V , (x, u

, 4,
2,)

Security proot sketchs :

a Vz(X2
,
Uz

,
0

, 22)
· Special soundness :

·E : given (14,1) ,
C,,En) and (1.,ul.C, Ei,zi)AND

with C=C' run

w, E , ((u., <
,
z

,
)

,
(u ,, c

,zi))
22 Ez ((Un ,

<
,zy) ,

(n2
,
C

,zil)
out put (W, ,Wr)

·

you can show = +2 => PAND ((X,X) ,
(w .,
(i)= 1

· SHUzK : ↑ SS's definition is used here :

· Sim
, (( .,X) ,

c) :
c+C' applies to both E,

and E2
.

(u, z ,)+ Sim ,
(x, c)



(uz , z)7Sim(xz , c)
output ((u,, un) , (z ., zn))

· You can show output is accepting and be from real.

·OR combinator whichlp holds

-zoi
· Let Pom ((X0

,
X

,
)

,
(b

,
wp)) * & (XD ,Wp(
- its witnessAssume C is a group w/ (

+)

· Por(x,
x

, b ,
wb) Y(x)

idea: run Po
,

simulate Pi
let 5 = bo1

52Cj7
(U5 ,

25)7Sim(X5 ,
<) order #b

↓
Ub =P

, (Xy
,
wp) (Uo ,

u 1)
-> C
=

Cp+ C -C

2p+ P
,
(Xb

,
wa

,
c) Loc, to.

I
check :

both V, (X. c
4., C

.,
z

.
)[valid

Y(Xz , (2
,
G2

,zz)
C= c + G
-

↑ can choose 1 Ci , but

not both
,

sinceV chose

C !



· Proof sketches :

· Perfect completeness :

Simp's output is always accepting ?

· SS :

#Xo
,
X

,
)

Eor) (40, 4 .)
,
4)C ,C ,

Eo
,
2)

,

c,(G
,
c

,

'

, trzi)) : need CitC:for some
Since c= CotC, it So, 13

c' = C +C,
C+C

,

then CoFC' or C , #C,

if CFC : output (0
,

80 (Xo
,

(00
, Co

,
20)

,
(10

,201703)
if C

.
+ C:: output (1

.
8

,
2X.. (4.. 6 . 7 .

)
.
(U., <,z,)))

SHVZK :

Simor ((Xo
,

X
,
)

,
c)

·

C
#C

,
c

, =C-co
· (o

,
zo) = Simp(Xo

,
Co)

· (u., z,) + Sim
,
(X

,
2

.
)

·

output ((Uo,
u

.) ,
(zo

,

=
,)

·

analysis:
· C

,
C
,G are distributed perfectly

· for the rest : a hybrid argument
relying on n for Simo

, Sime



# AIM forcircuit SAT

ingutsDa-output
-

circuit C(w)-50 ,
B

Psar (C ,
w) = C(u) =I

How can we make a IM for Pat?
· Pevaluates C(w) to get wire values v:90 , 13

DD
· P commits to V: as Ci

· For example
,
with Pedersen : gihri , r#p

· P shows :

· out put is 1 (vy = 1)
· Want a EM for $(b

,
c

,
r) = c=Ped

.Com(b
, r)

· we'll come back to this
· each gate's in/out commitments are to

values in the gate's truth table

D-Ve (publici Cic
,4



so
,

we want:

OR· Vi = 0 AND Xj = 0 AND Yk = 0

Vi = 0 AND ANDXj = 1 Yk = 0

OR

Vi = 1 AND Xj = 0 AND Yk = 0

OR

Vi = 1 AND Xj = 1 AND Yk = /

If we can show" vi= b" for any i
,
b,

we can do-
via & M AND/OR combinators...

So : "Vi =b"

Formally : $ (1b
,
3)

,
r)* C = Ped

.
Com(b ,

r)

c = gbh
Schnoor's protocol can actually do this !
Let's see hom
case b=0 :

C = gohn
c = n
-

Schnorr protocol withi
·base h
· blog r

· resut C

case b= 1 : c = gh"

Yg = ht
-

Schnorr again
base h

· resultY
·allog r



· So :

· Schnorr gives a &M for wine values
· AND combinator gives a &M for a truth table now

OR combinator gives a &M for a truth table

· AND combinator gives a GM for PSAT :

·another Schnor for "output = 1"

·

a big AND for l the gates (truth tables)
the initial wire ci's are in the IM's 1st move.

· Remarks :

·This is a BIG protocol
· forn gates : 12n+ 1 Schnorr sub-Ms !

· Still just one C !
· Very sound ! error (12n+D/IG)
· Efficient enough to run in 1-2minutes

over the AES circuit. -

· Not as good as FAEST signatures:
· 20.5ms for a ZKP(AES)-

· Much better than Mz-color
· > 100years....


