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1 . Why do El for
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2.LVER for HamPath
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& Last time : 2K and ZK for GI
.

· IK : V PPT V
,

* - PPT Sin
,
Axel

,

&Sim(x)3 = Quiewy[<P
,v)(x)]]

· HVER : fix V*
= V

.

· IK for GI :

IP(Go,
G
.,
i) E(40 ,

G
,
)

PermsTE H=O(6yb190,13
GHEG,

#<H= p(Gd)

· protocol is interactive
· for HUZK : Sim is out-of-order
· for EK : Sinzie is more complex
rejection sampling

·

no computational assumptions
· today : more general EKPs ,

w/ assumptions



# Motivation : 2k for NP :

· Recall our problem from last time : Private ID

I (id
, plea ,

of H(GA)

data
-> yo, Signer (id , W, Pa)]p(x ,

2)
secret ~ /photo , age)t i

-

· How can we prove claims like this ? Lets abstract...
· public x (instance") : photo, age , plan
· secret w ("witness") : id

,
o

· relation &(X
,
w) :

· could evaluate ↑ in poly (b)



· Observation :

· This claim is in NP
.

· Why? This trivial proof is notZK
,
but is

sound/complete:

P(X ,
w) V(X)

W
-> q(x ,

w) = /
· So

,
we it suffices to build a ZKP for any

NP-hard language 2.
· Then we could do the following :

· Write claim as circuit C
· Reduce Jc

,
((x ,
w) = 1 to L

Prove I. Cunrestricted)
· Today : a ZKP for Hamiltonian Path

-

HW : 3-coloring
· Hamiltonian Path:

· Let Ge 90 ,13 be a graph
· adjacency matrix : Gij = IE) i +j in G.↓

·

PeInJV is a hamiltonian ath Ham (G
, p) :P

·

no duplicates
· Vietn-1] Gpi,: =

1.
· For GEPerms[[n]]

,
G=(h) permutes rows + colums :

Gocis
, r(j)

= Gi
, j

· GeHampath if a hamiltonian path exists.



& EK for HamPath

Let Com(me[n] , reR)=c be perfectly binding and
computationally hiding.

#G , p) st Hampath #G)
$
& Perms[in]]
G' = o(G)
Fi

, je [n]2:

ri
, i
*R

Ci
, j

+Com(GisjaPi ,i)
V it [n] :

SiR
dit ComLocil

,sid> see
G

,
o

or see o(p) !
if b= 0, - be 40 , 13
send o

, r
,
s

if b= 1, if b=0:

check all commitments
send p'= olp, (Mpi

,pin) A G=(G)

Vie[n-D if b= 1 :

ViEIn-1,
&pi , pin=Com)]

,

Spi , Spit)



Example :

Start with

G : To e C : (1 ,
2

,
3

,
4)

B samples
O : IH3

,
2 H 2

,
3 H 4

,
4H1

G'3- 2
00 0 O

Y o 0 IT C' : (3 ,
2

,
4

, 1)

↑ computes

i⑮
-

11! (3,
2)

,
(2,

4)
,
(4,

1)

T O
-

↑ commits to G'
,
0

.

If b = 0
, Popens (pstays hidden)

If b = 1
,

P opens C' and the blue entries

·We'll prove soundness +2k.

· the soundness error is 1 /so
, repeat once) . Pf :

· Fix G A Ham and P*
· Consider P*s first message : commitments

·

-

· Since Com is perfectly binding ,
PT's commitments
G,

.canbeopenetomustone in the restof
the protocol , by cases :



·' doesn't exist => P fails when b= 0 (prob. 12)
Ccan't open (i ,i)

· o doesn't exist=> same

Can't open di)
·+(k) =) same

(V checks G=(2))
· in the remaining case

Y= (G)
.

= =G (by)
=> G HamPath (by =

, G#Ham)
=> P fails when b= 1

.

(no such pl) (prob . 112)
· Now

,
HUzK

.

·

as usual
,
Sim is out-of-order

· Sim(G) :

be50 , 13

if b= 0:

·

run protocol using I land output transcript)
· Ip ,

which Sim does not know
,
is unused when b=0)

if b= 1 :

· G=/(a)(1)
,
o  #

, p'
*Perms[int)

~

run protocol 2/ G'
,
o

, p' ,
b Mmeanas

· (p' is used- not p) I· Must show &Sim(G)3 =, [visx[ <P
,
r) (2)]}

Ds Da
· 15, 3190, B

,
so condition on b:

·

case b=0 (easy)
· Dsim = Dy (Sim runs protocol)



· case b= 1 (hard)
· transcript has: E

,
d

,
b

, p .
( Mpipili

↑

·

some components are uniform and independentofbi

P' : [Up , picli · so
,

condition on their values:

M * #R in both or Perms[[ns]
↓-

in Sim : D'EPerma[[n]) ,
in M : P'= O(p)

some commitments are determined by values above
·Kpi . piti , so condition on their values

· collect the rest of c
,
d into a

r,s into ri
G

,
o into mi

· length : (ni -n) + (n) = n2

claim :

RC's , resty En [Cn
,
rest's

&(Com(1
, Vsi)(i

,

rest] (Com(Mir
,
Milli

,
rest's

Dn'
Do

fix PPT A
.

Define hybrids :

Di : first i messages in Do changed to1 .

For each i
,
define hiding adversary Bi :

gets a commitment to 1 or Mr, i
· builds a Din or D: sample

· by plugging in 1/mm
,j , j2i and rest

·

so Distadv [A
,
Di

,
Di+] = Hicadv[Bi

, Com] =neg1 .

·

so Distadu [A
, Do , DH] = n negl = neg1

· so Do E
,
Dn'

· so (Sim(G)3 = [viewy[SP,rJG)73 D



BZK for Hampath : same protocol , let's prove zR

· This is much more tedious
.
We'll just sketch it. It's not on HW

.

· Looking ahead : we'll soon have a generic HUER-ZK
transform

, so true ZK won't matter much.
· Define Simzk(G) : via rejection sampling
tr Sim (G)

(s
,
d

,
b

,
...
) +tr

b = v* (c ,
d)

if b = b :

output fr
else :

rewind, or about after x tries
.

· Claim 1 : Eachc,d in Simzk isd in M
· proof sketch: Commitment -hiding hybrids

· Claim 2 : Prib'= bJ> "-neg
·

proof sketch : use

-
· Pr[V *

(Cs , (g) = bs]2, Pr[V*(c
, an) = bs] - negt (by =c)

=1/2-negl ( by H
,

· Therefor : Prabort] = (2)" +negl bs)
· Claim 3 : the opening messages in Simzk andM are a

· proof sketch:

· b=0 case: both are openings of commitments
· b =1 case: both are openings of random path .



Recap :


