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commitments
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Recap : indistinguishability
M Coin flipping
el Commitments

Clicgrouaumitments from -log.

⑮5 El Gamal Commitments
from DDH



Do Recap : Indistinguishability

DrD' if

XPPTA,
Distadr[A,

D
,
D']=Pr[AcDrAd=
= neg) (x)

G :StR is a PRG if UCREGIslY,
We are done with PRGs for the moment,
but we'll usea Its/= today .

MCoin Flipping. [Blum81 eCRYPTO]

A naive (trusting) protocol :

A #

baso ,13 DA
-> by 50,

13 bit DA
e bBz/bA
out : badbi O 1

Problem : B canbeat-and choose the result!



How can we fix the protocolhysically
A B
- -

baso, is

↓

out th(beas

Da ,
Ot

-> check ba
in ,

w/ot

out : baqbB

We need a [1 + on
, digitally...

Operations : ·Security
·Sample Key · can't see in box
· lock message in box · can't change contents
· check contents w/ key .

⑫Commitments
def* Com(m ,

r + c
XX *

message opening commitment
"Da" "Key" "locked box"



New protocol , using Com : 20
,
BXR+C

A B

ba 40 ,
13

r # R #
put ba

in box

can't see baW

c =Com(ba
,
r)

c
=

-> b 40 ,3
Dis
-

Sar check

Dacan't -> cEComLba
,
r)change.

out : babi

Commitment Security properties:

Hiding : "Chicles m"

Fm
,

m' , [Comim .13
,
ve [Com(mirl3r

this is computational.

Binding : "C = Com(m
,
r) can't be opened to m'"

XPPTA
, Pr[A()-(m ,

m ; r , r) : mem a

Com(m
,
r)= Com(m;r)]

Enegt



Note : we wrote computational hiding. Other options:

perfect hiding uses =

statistical hiding uses Es

So now
,

we need a commitment schemee.

By Cyclic groups
First

,
we'll need a math object ,

the cyclic group.
"LetG be a group of order p , generated byg"
G is a set

,
with a binary (X) operation

(x) :GXG+ G
↑ commutative

,

associative
,
etc.

(X) in G works just like (X) in IR (the reals
·it is commutative & associative

·There is an identity 1tG s .
t

.

TheG
,
h = 1 = 1.n

· Exponentiation h" is repeated () : h.h .....oh

· its efficient : he takes Ollon's
· There are also inverses+division : htn

· it's also efficient
· You can define logarithms : x = loggh if g*

= h.
· these are often inefficient-see laterr ...



· But
,
unlike IR

,

G is afinite set !
· G = p + "Order" is set size

· "g generates G"means
~
sincegi =go , exponents

G (turett =

Cigar ind-

there are no others.
· Since gP = go =1

,
we only care about

exponents (modp) .

· So
,

we regard exponents as YLp
· integers modulo p
-

· recall : inp ,
"a" is the value etp st.

(y)b = a (modp)



My Pedersen Commitments !
Take h*G1[13 - a public parameter-

Com (metp
,
rep) + ceG :

x gmbr

Security (Hiding) :

Pedersen has perfect hiding .

pf . fix m
,
m

goal : Egmhr3= Egmhr3 +
this is the

we'll show-7thing i

u(G)
Since w is uniform in Xp

,

he is uniform in G.

Since ht is also independent of gm,

gabr is uniform in G.

Another pf :

Pr[geh = g) = Pr[h" =ggm]
r ~

Vh ,
n'eG

,
h+1

,

: Pr[r = logm(g/gm)]
logh' is the unique x s.

t
.
ht =h ~

L

logarithms are defined ,
but may be hard to computeome constantetLp



= "/p
So

, gahr is uniform.

Security (Binding) :
We'll assume that the

discrete logarithm problem" d-log"
is hard in G :

D-Log[G]:
A Challenger[G]

-

- X=Yp1903

lic ngY

As advantage : Pr[X =x]

Another phrasing : probabilitymua
V PPT A

,

Pr[A(g") =X] = negt
XYp1903

Now
, proving d-log => Pedersen binding.

Fix a binding adversary A. (g ,
h)-> (m,min,

r)
,

↑ public parameters



with advantage negt.
· How will we define B to break d-log?
· Well

,
when A wins:

gmhr = gmihr
- -

· So A knowsrepresentations of one group element
.

· Rule : 2 repretations usually means you-

can break d-log.

gmhr = gmihr' (1/gm> 20)pr

gm-mi = hr'-r (o) Fri

gln) =h

mmloggh
woah! So

,
define B as :

d-log
B Challenger [G .3]
-

h

I
X( (p1903
-=mirr hegY



And X will always equal X ,
but the argument

above
,

so long asrer
,

so that fer' is

invertible

need :Fr

pf : towards- > E
,
assume r=r

= h = un

= gahr = gmhr
= gm = gm
= m = m '

=)
We're show that B's dog advantage
equals As binding advantage,

which is

not negl. ⑪



E (Bonus) : El Gamal commitments

Pedersen commitments are perfectly hiding and
computationally binding.

We'll now do a new commitment
scheme (El Gamal) whish is computationally
hiding and perfectly binding.

The scheme is this :

EG
.
Com (metp

,
rEXp)+ CEG2

- gmhr
C , zgr

Perfect Binding :

It suffices to show that if

mem'
,
then there are no r,r such that

EG
.
Com (m

,
r) = EG

.Com(m', ri)

pf. suppose of towards-E

then
, gahr =gar and gr = gr

/

by the 2 , =r

so
, gmb" = gi'hu

so
, gm = gm



so m =m

which contradicts mom'.

Computational hiding
Goal :

Fix m
, mi

,
OPTA.

We'll show that for A,

IEG .Com(m , r)]= SEG
.Com(min]rsoBy showing Y r

-> u(G)
mO and Om'~
(the same pf works for both, since msm'
are arbitrary ,

so we proceed w/m).
We'll do a reduction from a new assumption.

Decisional Diffic Hellman (DDH) :

DDHIG] = [ (g9 , gp , gr/3a ,p ,
r
=c[(g+,gB , gan)3

Reduction :

Assume A / DistaduIA
, [Com (m , r3r ,UCGD] negl .

Define B for DDH :

gets gt , gB , go (maybe 8 =<p ,
maybe not)



Gives h = gt ,

C
,

=gB , co
= gUgm to A,

and copies As output

Distadr[B
. [lgt , gB , gaP(Yai , Elg*, gB , gr(3x,

Bir]
: ( Pr[A(n =gr ,

co= grpgm,c =gi) =1)

TTAChS4C0=gr+
m

,
c ,

=gp) =1)/

independent
,
this is stat. closeto? Pr

since &
, B ,

Ware uniform and

j:g"G
[A(h

, y ,g") = 1]
hiG1313
-

The right side of

Distadu[A , [Com(m ,
rr

,
UCGt]

(withh tool

V

i
win

Pr[ACh , Com(m , B) = in
theleft side of



So :

= Distadu[A
,
SCom(m , B13

,
USGY]

↑ negl .

T


