
lecO2 : Hybrid arguments

To Recap

I 1st security pf
⑫ Stream ciphers + PRG extension

(2nd security pf)
- indistinguishability

BB Bonus (if time) : PRFs



T Recall : PRGs

G (s e40 ,134 + re40 ,Bh
security: PPT A,

PRGadIA
,G] = /Pr[ACr)= 13 - PrIACG(c))= i)

-negl(1)
1 First PRG proof
If G(s) + r is a PRG

, so is G(s) = G(s)01

pf :

Goal : G is a PRG - G' is a PRG

It suffices to show:

G' isn't a PRG + G isn't a PRG .

So
,
let A be an adve for G'with
PRGadr[A'

,
G'] neyl

Now
,

we wan: G isn't a PRG.

So
,

we define an adv. A for G

First
,
let's define A mathematically:

A(r) * AlrQ1Y
Now ,

in pictures :



A Challenge-EG]

- I
* utreExpir1

b'
-- r=G(s)

Notice that A sees:G
,
rER (Exp)

I-v= G(s)#1 ,

sS (Expo)

So
,
it sees Challenger[G] !

To make this more precise:

Pr[ACr) = 1J = PrIACrER] = 1] : Pr [Acri =]
r rR - r'R

since r is uniform
,↑

so is v' = roll !
As Expo is coupled to A's Expo .

Pr [A)G(sk =1] = PrIAC(E14 =] = Pr[A'(G'(s))=+]SES
SES SIS

G'(s)
As Exp , is coupled to As Exp.

So : PRGad [A',G] = /Pr[A'(r =1) -Pr[ACEics]= 1J /
= (Pr[A(r) =1] - PrIACGc(= 1]/

S

= PRGadv[A
, G]

# neg! ⑪



⑫ Stream Ciphers + PRG extension

Problem :

PRGs are used in Streem Ciphers
PRG

StreamCipher : Enc(k
,
m)= (kem

key size is 211 bits-256 t
-> Gs in put is 50

,
13250

,
l = 256

Stream ciphers apply to messages of many
sizes

.

Signal messages are~1kb

- output is L = 1024

Netflix movies are-GGB (2hr , HD)

-> do we need a huge PRG ?
-> does every app. need its own PRG?
-> No

.

->Idea: PRG extension (Blum-Micali)

(Blum-Micali#RGextensionORGB+1) into a huge oneI



Let G : 50 ,
13- 30

,
139" be a PRG

S- 20 .BEST S'
Define Gy : 50, 13-50

,
13

,
as:

↑ parameter

El... D
--

Gy(s) e 50 ,3
We will prove that FL = poly (X) , GL is

a PRG
, assuming G is.

But first
,
a broader perspective on

PRGadvIA
,
G] :



-Radatributional indistinguishabilities
IPr[ACH = 1] - Pr[ACGCsS) = 1)
#R

T SiS ↑
here

.
A gets here,

uniform a sample from

distr *u(R) G(u(S)
on R

a.
K

.a .
a.
k

.a.

Ev3r EG(s)3s

for distributions D
,
DI

Distadu[A
,
D

,
D'] =

"distinguishing" (Pr [A()= 1] - Pr [A( =17)
D d'*D

so
, PRGad[A ,G] = Distadu[A ,

UCR)
, G(u(SI)]

also
,
Distacu has a D-inequality :

Distacv[A ,
D

, D"] = Distabu [ A
,D .DJ +Distadr[A

, DiD"]



Gives 3 notions of distributional closeness :

· computational:

D =
cD' if F PPT A

,
DistadIA

,
D

,D'] = negl(x)
· statistical :

D = D' if F A
,
DistadIA

,
D

,D' = neg1(x)
~ perfect
D = D' if F *

,
Distadr[A ,

D
,D] =0

-> same probability for all samples
So :

G is a PRG If UIR) FcGG(33s

Back to Blum-Micali :

goal : GL is a PRG.

pf . want : U(50 ,
13 =c EG(13

fix a PPT A

want : PRGadv[A
,
U(90, 134

,
GG(s3s] = neg1

[GCs3
,

_inte
,

sincegeomveradorreadin

↓ * *
S in crypto ,

"multi-steparguments" like this are formalized as hybrid arguments.
we will now do one.



brids D .
= $20,39

hy bo-D+... ->

Is-

& D .
=

I

*
&B

->

is ab,1 b. 20, ,
i

·

U(R) = Di =
S,
30

,
is
?

b101 bo,.. bi
these distributions (D:) are hybrids between

Do and Dr
.
This is a hybrid argument .

By -inequality:
RRGadvIA

,
Do

, Dn]<PRGadr[A , Do , Di]

+ PRG adv[A
,
D

., D2]

+...

+ PRGad [A , D,Di]
Choose hybrids s .

t
. D : & Din are "close," so that

bounding Div . Dix , is easy.
-> here

, they differ by one G call



Now
,
we'll show Fi Dist adv [A

.
Di

,Dixi -neg!
-> implies Dist adv [A

,
Do

.Dr] < negt ,
if Le poly.

suppose not , then we'll build PPT B s.

F.

PRGadv[B ,G] negl.
- G-output or random

on in put (Sit , biti)
,

B :

samples b
. . ...,
bi 20 ,

13i +1

compute Dizz
, ..., by by daisy-chaining Sit

give b
,..., by to A and return its output.

picturally:

14Sinept.
1 b,20, 13 .... bi20, 13 bitt

↓ ↓
bitz bL

+-I

Two experiments thatB could be in :

(bit , Siti) 50, 13
l+

(Expo)



~ ist.
11

#
.... DiR

↓ 4

A--
↓

=> A gets a sample from Dith
=> Brandom)~ A(Di+1)

Or,

#binix)
=

Got a
↓

& b,20. 13 .... bioB b bitz bL↓

A+-I
↓

=> A gets a sample from Di

=> B(G(s)) ~ A (Di)



PRGadr[B
,G]

=(Pr[B(r) =1] - Pr[B(G(s)) = 17)
S

= (PDTACT=1] - PD
,

[A(d) = 13)
= Distadu[A

,
Di

,
Di+1]

I neg
so

, B has non-negl advantage against G.
=> E

,
since G is a PRG

.

so
, Distabr[A

,
Di

,
Di+1] = negt

so
,
Distadu [A ,Do ,Dz] < negl

so
,
PRGabr[A , Gr] < negl

El



Other uses of hybrid arguments
CLet G

,
G' be PRGs)

Fact : G'(G(s)) is a PRG

Fix A
.

Shorthand Distabu [A ,
o

,Jinegl
W

Want Grin. E
,
AEGCG (5)13

S

use: E Nat

SGils3si
Fact : (5 ,

5)# (G (s)
,
G'(s))

is a PRG

=> proving this is a

homework problem.



Bonus : Pseudorandom Functions (PRFs) from
PRGs

.

def: PRF : f(k
,
x) +Y

Key
*

"input * output .

security (informal) : No PPT A can distinguish
between having an oracle to

&f(k, +3mp or Ef()to3fFnIX
,i

↑ rancom Anfunction
f is fixed

,

butl is random
Leach output is UID)
XY

log /KI random
bits. r

note A is PPT, 111
all of these

so it gets poly (x) Fre
random

queries.
(x10log14)
rand . bits

Building a PRF from a PRG : IGGM184]

FetG(se30
, 13") + (ro ,

r.]e (50 ,1")" be a PRG

face (4e50 ,
13 "

,
xeso ,
19) + yeS0 , 13

is defined bya tree
-



k
↓

G
X Y
kn k,

Y Y
G G

kr
*
ko

,

X Y
Kic Ki

8
A

XL Y
Koo... o Koo..........-. 10 ......W

ur

l

-
24 "Keys"

these will be the PRE's outputs
-

facu)k , xe50 ,13) kx

9. how to prove fGGM is a PRF?

- Goal:

h
C $$.... $$



[Failed] approach : layer-bylayer hybric

X
h

$ I

x $5 .... $$
--- -

fails if C =↓(x)
,
since there are (281) G's.

=> Recall -C is only transitive for poly(x)
steps !

better approach : adversary A can only
query fGGM poly(1) times

=) only replace G's along the paths
to As querys.

# replacements= poly (X). ·l
-

query
count Tapth

-

also poly(x)

j


