lecOl: Tnbro |, PRGs
¢ 8303 pe.ce .gcx\ed'\ edw
/3




\
Welcome ! CS 8303 (4 4go3) Proaranm(de. Cfapjb

Pro('».z A\Q,x O zdemir
Neww SCP  Prof.
Resaarch : foll- gudc U&Pb
Cfav\o, cpp\icn:\iw, qpua(:ilmJ werification
Tought  this @ Dhoabond: 20, 2L, 23
Thrillel 4+ doa i+ 0g0in,
New oarts i A >
Today: Proyamming | focss on  proyammable cryplo
[N whet course is aloout
- Pw u <o.\ dLMO
D L%t&hcs
2] Rodofandom Generadors (PRGS)



)I_l Owrview
Higtory o C,rap*o (Heoob)

e} (Ganbey)
_ o L
L?&ﬂ Kaoldgdye Fally Horo Erargho
Sigraures zicp Proots posiwgs FHE
‘T '86 ol o)
\ \ \ \ \ \ \ 1 )
l ) ] | } | ) | ) 1) \
N E 82 12 ‘%
Pke Q‘;:\' 5“";",{? ldtices
NC 2
R\‘?»‘ Com pwh\"m’\ [K M3
Exdmr)\L
o ]
)\
Clessic s  course
CroP secart  compwiation
QUL
= CO MW SLV\\CSA.‘ OV\



Dmo‘-
* CO\'\Q,NB MQ\aQQ‘
Goad: Prove Woldo is twer,

—

wiFront 6‘“*““3 WML

input® locsion Ouhput : Prosnd
* Rowontic  crgptogm phy
Go): discover muhual interd ol embarussment
\np\».\-: o, b ow\p.c\': AND (o, b)

¢ TV\\: COWwrse, *

- Di &Hcs\ Yools (ot p\l\\a{\ ux\}
" Progyrommable Yoo\s

¢ Slouge = #

{ oy £ (progranmebl)



* Topics:
) Foundahons
D Zero Kaowleslye  Proots
2 Succinek Proots
) Malkporty Compatution
S) F““.'J Homomerphic ~ Eineryption

-Slaills:
- nat  Rls é_o_
- How YWy Qorke «— moHh

- Poo 4o usg,/imp‘tmzn¥ them t-—pmarummirg

sibhent

Cry eh%dtms

Coure. P'v’rc,lﬁ:
 beautrifu) math
ook privey, ot
" deployed
Awti —pitch:
* requind bucksround :
© math +p|‘001°3 (logic , not ‘Qomcs M«H‘l)
. PrOammnCv\.y (Rust)

© Y- consumi uj



DLP\ODNAJ— histos 9

( 2kPs «
sinbnc> )
Lo %
Enc
Apple .

(.)o\\/mvd‘s
o l Q Viswe starc\\
‘ ; ‘ 2
; X % —
w Y2\ \ ' ’ cy 0“?. )
auctiony C-gg‘:? .
e Gohons ooR vars ek
(A

\MPC & Agpe,
e‘%‘k' G\cns\k
TR
y V3% 5
FW\?(.\- 1%Ps > ( -




@ LOS\S\"\ (60

Websile:  €58803pc.cc .80‘\'ec\r\.ed(&

COA+GC" i Ed
- Anovbmon feed bnghe Formm
* Grdescope
* emai\
ledures = - notes
' No vecording
* N0 Yextboolk ( ref: Crypholbooic. ws )
" o endoncee q_,v\wurchi

Homeworlc - ety L el (60%)

“due: Fri. @ bpm ('1*" et vk
“owrs  tht  Mon.

- orHen Programmi ulJ

- werk  Agudben

" weite  salo

“no Google or A

Y ek doays (no pua’fiak\

Ouziu.. “\OMS - am\gp wk, e)\vimnml-
“oma|l  for 1L
Midterm Zram (s%)
Fiad ()Fl'l on) (2570)




< E‘CQH , oF

- Projak:  (dads ok wid term)
- melwmihﬂon
- T‘\fvj (Reagding / Resenrcn)



2) PRGQ
(First))
Bosicy

Cl‘aP‘lb 18 a\w\d‘ V\Ndm /\
"homest  parkies are  elfident! ply ()

" best oHudks ove ol
Ex: Ercryphion:
*wibh key, Enc/Dec poly ()
. wlo ey feoalde
Secunity Wolds wder ossamphions
T known hantd Prouems

Qud‘wmj

SQON\“"Y pﬁ)o('
hard proble m —  sewnre sas’rm
Roctorivg 3> howd  — sibmjf we i w"(owr.bl(
Do oy “ reduchion . contrugaritive

\./_\/
audC on Pro\-lcn e— othdC on 63&0'\

fodoning dy.  — forgry algeition
Cfa?)m ’ rqduc;\'ion braph

OWF =2 PRG = PRF = N“‘},ﬁeu



What o, Ywe bsic assumptions’

* fodomay | d-oy , DPH, COM, A€s i «PRP, ..
Today + Wed:

Pseudo Random  Grenerodors

PR&> maHer becouse Fhey:

\. gve pmd‘i ol ev\cra\)\iw\ ( Cralia i U>)
SSH, pl'\ont)‘...)
2'. \\tm\c\diom\ IN samm}fig. uy p*o‘.

OWF = (PRGS PRF 9 Bk Cigher > Audh.
EncC.

d bmu}'.lullj lustrofe — ndlish n‘juisbnbilify
T key o 2kP, MR ...

San*w‘v
A PR& i1s an elficint, delrministic oy’

G:S-=R

¢
RE ool eyt

s spuit
Fypicalla:
¥ ?S-‘— {O \FSL & |ewﬁ+h'l/ b"ﬁ’\w“
. el -

R = C{O\\'&L L> L



G: | ) — | )
2 L

"G is eHficient Fg\y (A)

Q: wwre is A? ;o A-mduel  Sequence

A: Twui@b D Da- {0, D., . )
Rxa- R, . s

Ex: D,- fo, )
(Y 'Q“JH" A bt d-rm%;

Rx {o,ﬂ;
. 0,8 > fo,1% « plohime TM
In c,rm)o neuriy wof'hma is )\—md‘zxedl
O vl omit He indiceg ..
Seamrity:
G:S2K s a PR&G # ¥ prbobilidkic
Ply L) Hee LPPT) wlwrsuriey A

PRO0dv LA, &] = l?r (AR GY - sts)
-PV[A(A— 21| £ ey (V)

WNre



FON ¢ nglY if WVeen

FOD = 0()
X 9:’\ em&\u\
w\“’. ‘ 9:)\
2= N\
_ \-)‘103)‘1
4
N gl
Fucks:
fergd s gemly o £q e )
‘Fimﬁ\ 3“)0\3 D F/a 74_ nﬁl
Lok b PREs
P R& 52&4‘9(7 Con R seen  ws o qpre
A Chollerepr
Tn Expy: ré&R
LA Ln BExp,: s&S
_T,_} tl-e\(.‘)

PRG\QAV r_ k‘&'& \ Pr [A olpuly | Exp.}—p'{A 0«»‘\‘9!,'5 lia Enpi



. . PRGs v pnaticer ChaCha
PRG practice  oxample | or AGS Costr w)

QO If GGeoo,)srefo,d" iy o PRG& | s

G(sefo,nt) & L ,
| ) G‘CS\?iNLumh“m
A Nea XOR
le¥s  prove i} (]'4' ?ms{)
Goal: G s PRG=D G 1o PRG
COﬁtof&'s‘}'\Ri
&' iont o PR > G it o PRG

A PRAALK ) eng =D T A, PRadv[A ) fr)
‘Ply A' st . PRGQA“ EA',G'J ¢ f\ea\
opol: defive an A st PREodv [AG) 4 re)

‘?A Wil W A‘
27 gis ¢, ockpabs A’(fel‘)

— Challepr ()

AD
— Ei r&R
r‘ D | |7 T
"- s«-—S
r&(s)

‘e—&»\ like. C)Adlu (a’]
Goal M rlale A ~A in b)tpo ol £,




EXP-“ A ’aﬁs r= GG)
N 3:’(5 r= @@ \* = G (5)

PrlA sl in Expy (e 6))
= 1)] [A'ql N ExP, (FW‘GI/)J
Exper A g wibwm nER
A' g r- r®L" ) ako unikm
Ful ! is O\ b @t iwdepmdm’r RVS ond

_ o s wniform , a®b is anifvm
PelA21 in Exp)= P[> inExpo
o

PR&dVLA, &)

=\PftA-’\ " P*P»]'Pr\-,'\"‘\ W E)[.pa]\
NP LA i Exp Y- R [AS) n Bxpad |
= PR odu (A, &)

$m5\

result:

PR&dy Lk &) 4 negl

= G is mF a PR
1sw»u61m



PRGQ prodice 2
ALY GQWar is a PRG. s
G 2 (GG, 1)
y R all o 1 oF He el
A Nt (our 19 oFe)

ek no reduckion neded
wt Wl s Fa PPT A'  sueh that:

PRGAVTA 0] 4 nea\
Define A'CA o oo s losk bt

Loy c:)w\\?v\)f(
PrLA=1 in Bxp.)
:PrLAN=) ¢ & inb.&] (det. Exp.)
*Pr s tak iD= 2 ERXDITY (ot K)
= Y2 (r uni}w-)

P,.[ A= | in Eup.]
= Prl ACay )= 1: s&) (deb. Exp)
e P'[\.;p sﬁ&] (C\?‘ N)
=4
ot PRGN, 63= 1% W= e 2 ngy)



Re op:
* PR G dekinition -'ou}puf iv\dis}'inbuiélﬁldl $rm rod,
T GM) b PRG D GWBIY s o PRG
°p§"— o reduction
TGW) wa PR A (GO, 1) s o RE
P an attack
Net Yiwe:
* PRGs + habrid Qfaum/\b



